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Senior Lecturer

Ahmed J. Hintaw was born in Karbala Province, Iraq, in 1986. He received a B.S. degree in 
2009 and an MS.c degree from Jamia Hamdard University (JHU), New Delhi, India in 2012, 
both in computer science. He received his Ph.D. in 2022 from National Advanced IPv6 
Research Center (NAv6), Universiti  Sains Malaysia (USM). His research interests include 
Cybersecurity, the Internet of Things, cryptography, and network security. From 2012 to 
2020, he was a lecturer with the department of com

Experience

• Senior Lecturer
University of Karbala, Applied Medical Science. Karbala 2012 Present

Education

• Ph.D. Cybersecurity
Universiti Sains Malaysia (USM), National Advanced IPv6 Centre of Excellence (NAv6), 
Pinang
Malaysia, Pinang
Feb 2018Sep 2022

• M.Sc. Computer Science
Hamdard University, Department of Information Technology, New Delhi
New Delhi, India
Oct 2010Oct 2012

Certifications & Courses
• GPP2A General English Language Course from Inlingua International School of 

Languages, New Delhi, India (from 8th Aug 2011 to 29th Sep 2011).
• GPP2B General English Language Course from Inlingua International School of 

Languages, New Delhi, India (from 30th April 2012 to 7th May 2012).
• English language proficiency program (45 Hours )  in the year 2010 from WLCI
• Cisco Certified Network Associate (CCNA) 80 Hours from New Horizons Computer 

Learning Centers, India
• Microsoft Certified Information Technology Professional (MCITP) 160 Hours
• Oracle Data Base 10g: Introduction to SQL 40 Hours Awarded by New Horizons 

Computer Learning Centers, NBCC Place, Lodhi Road, New Delhi
• Oracle Data Base 10g: Administration workshop I 40 Hours Awarded by New Horizons 

Computer Learning Centers, NBCC Place, Lodhi Road, Delhi
• Oracle Data Base 10g: Administration Workshop II 40 Hours Awarded by New 

Horizons Computer Learning Centers, NBCC Place, Lodhi Road, Delhi
• Microsoft. NET Conducted at High Technologies Solutions From 11th June 2012 To 

31th July 2012 Kalkaji, Delhi
• Special 80 Hrs Project training for PTDNET Venue of training HCL CDC South Extension, 

New Delhi

Publications
• Hintaw, A. J., Manickam, S., Karuppayah, S., & Aboalmaaly, M. F. (2019). A Brief 

Review on MQTT's Security Issues within the Internet of Things (IoT). J. Commun., 
14(6), 463-469.

• Hintaw, A. J., Manickam, S., Aboalmaaly, M. F., & Karuppayah, S. (2021). MQTT 
vulnerabilities, attack vectors and solutions in the internet of things (IoT). IETE Journal 
of Research, 1-30.

• Aladaileh, M. A., Anbar, M., Hintaw, A. J., Hasbullah, I. H., Bahashwan, A. A., & Al-
Sarawi, S. (2022). Renyi Joint Entropy-Based Dynamic Threshold Approach to Detect 
DDoS Attacks against SDN Controller with Various Traffic Rates. Applied Sciences, 
12(12), 6127.

• Aladaileh, M. A., Anbar, M., Hintaw, A. J., Hasbullah, I. H., Bahashwan, A. A., Al-
Amiedy, T. A., & Ibrahim, D. R. (2023). Effectiveness of an Entropy-Based Approach for 
Detecting Low-and High-Rate DDoS Attacks against the SDN Controller: Experimental 
Analysis. Applied Sciences, 13(2), 775.

• Hintaw, A. J., Chukwa O. R. (2012). Phishing as a Hazard to E-Business. International 
Journal of Computer and Internet Security., 4(2), 59-63.



 Hintaw, A. J., Manickam, S., Karuppayah, S., Aladaileh, M. A., Aboalmaaly, M. F., 

& Laghari, S. U. A. (2023). A robust security scheme based on enhanced symmetric 

algorithm for MQTT in the Internet of Things. IEEE Access, 11, 43019-43040. 

Peer-reviewed papers 

- Detection and Mitigation of DDoS Attacks on SDN Controller in IoT Network using Gini Impurity, Cluster Computing, Springer 

Nature, 2024. 

- Hybrid Deep Learning and Dynamic Counter for Secure SDN-IoT Network for DDoS Attack Detection and Mitigation, Journal of 

Supercomputing, Springer Nature, 2024. 

- Lightweight Detection and Mitigation Method for IP Spoofing Attacks in Software Defined Network, Cluster Computing, Springer 

Nature, 2024. 

- Assessment of Obstacles to Digital Transformation in Higher Education and Development of Strategies against Cybersecurity Threats: 

The Case of Moroccan Universities, Engineering, Technology & Applied Science Research, 2024. 

- DDoS Attack Detection in IoT Networks Using Deep Learning Models Combined with Random Forest as Feature Selector, ACeS 

2020, Springer Nature, 2020. 

- Evaluating File Cluster Classification based on Extreme Learning Machine Classifier and Content-based Feature Vectors, ACeS 2020, 

Springer Nature, 2020. 

- Cybersecurity in Diabetic Contraptions with Boosted EHO Optimization, ACeS 2020, Springer Nature, 2020. 

- Detect & Reject for Transferability of Black-box Adversarial Attacks Against Network Intrusion Detection Systems, ACeS 2021, 

Springer Nature, 2021. 

- Threats on AI Machine Learning Technique by Data Poisoning Attack: A Survey, ACeS 2021, Springer Nature, 2021. 

- Cascade Generalization based Functional Tree for Website Phishing Detection, ACeS 2021, Springer Nature, 2021. 

- Being Lean-Green in the Pandemic Era: Will it impact the Sustainability Performance of the Public Higher Education Institution, ICL 

2022, Supply chain management, 2022. 

- IoT Enabled & Blockchain-Based Secure Delivery Tracking System: A Performance Check, ICL 2022, Supply chain management, 

2022. 

- How Supply Chain Resilience Supports Firm Performance in Face of Disruptions, ICL 2022, Supply chain management, 2022. 

- Malaise detection using transfer learning, ICL 2022, Supply chain management, 2022. 

Teaching 

- Computer Programming for first stage (undergraduate). 

- Information Technology for first stage of Applied Medical Science College (undergraduate). 

- Biostatistics for second stage of Applied Medical Science College (undergraduate). 

- Microprocessor, System software for second stage (undergraduate). 

-Fundamentals Computer Networking, and Computer Application for third stage (undergraduate). 

-Security of Computer & Network for fourth stage (undergraduate). 
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